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Introduction

Computer forensics is the application of science and engineering to the problem of digital evidence.  Digital evidence may be found in the entire spectrum of crime, including not only computer related crimes, but traditional crimes including crimes of violence and fraud. 

An RCFL is a partnership between the FBI and other law enforcement agencies of the federal, state and local levels operating within a geographic area.  An RCFL provides forensic examinations of digital media, such as computers, in support of an investigation and/or prosecution of federal, state, or local crime.

The first RCFL was established in San Diego, California in 1999.  It began as a cooperative effort between the FBI and other federal, state, and local law enforcement agencies in the Southern District of California to address computer evidence.  Prior to the establishment of this RCFL, these agencies had no practical way to leverage their individual resources to assist with handling computer evidence.  

Subsequent to the San Diego RCFL, an additional RCFL was established in North Texas in 2000.
New RCFLs

In 2003, FBI Director Robert S. Muller III selected five more RCFL sites:  Buffalo, NY; Hamilton, NJ; Houston, TX; Portland, OR; and Salt Lake City, UT.  Additionally, RCFLs will open during the 2004-2005 time frame in Dayton, OH; Denver, CO; Philadelphia, PA; and San Francisco, CA.    

Key Goals

The key goals of the RCFL Program are to: 

·   Provide timely, professional and technically advanced digital forensic services to the law enforcement agencies in an RCFL’s service area.

· Fully utilize applied science and engineering capabilities to support computer forensic examination.

· Increase the confidence of investigators, prosecutors, and judges in the computer forensic examination discipline through standardized training and forensic protocols.

· Provide responsive and flexible services in support of diverse investigative programs.

· Meet legal and administrative requirements of diverse judicial systems.

Each RCFL evaluates requests for direct technical support on a case-by-case basis and provides service (regardless of agency) based upon established priorities.  RCFL staff members may travel to crime scenes or participate in executing search warrants.

Staffing

An RCFL is equipped and staffed to recover evidence from original computer equipment or backups of computer data.  The RCFL can also acquire evidence from a crime scene or search site.  By doing so, evidence can be removed and brought to the RCFL for further examination.
Ideally, an RCFL consists of a Director; 10-12 Examiners; and an administrative support person.  

Forensic Responsibilities

The primary forensic responsibilities of an RCFL are to:

· Conduct a comprehensive examination of digital evidence;

· Provide a complete and timely report to the contributor;

· Provide testimony as needed;

· Act as a regional focal point for digital evidence issues.

Computer Forensic Examiners can extract information from a computer systems and digital media, recover deleted, encrypted, or damaged files.  Any or all of this information may be useful during discovery, depositions, or litigation.

Operational Support Responsibilities

The RCFLs can provide operational support in the following ways:

· Provide advice on wording for search warrants to recover computer evidence;

· Gather intelligence in preparation for writing a warrant;
· Share on-site technical assistance with investigators executing the warrant;
· Provide advice for seizure of digital evidence or acquire copies of data at search warrant site.

For More Information

To learn more about RCFLs, contact the National Program Office:

	Douglas A. Schmidtknecht, Director 

Central Number: 703-902-5502

Email:  info@nationalrcfl.org
	Mailing Address:

Engineering Research Facility

Building 27958-A

Quantico, VA 22135

Attn:  ERF Annex

RCFL National Program Office

	Web Site Address: 

www.rcfl.gov


	




